CECECE X
R 333 R4S, 202

(I
3.8

CAN Y EQ|T 4 9] etol&Ql ECU A¥ 7|& A+ 5F
Ol Ml 9*, & o M** 0] = &+

e <
252} Akl oll 4] 21 2}A| e AA] (Electronic Controller Unit, ECU)E &-8-3F Alo 7 x5S obAlsly Helgk 41
1S e 3 9leh e o9} FAldl|, AbgF W ECU 7+ $41& A48} CAN (Controller Area Network)2 thAt
22 g ofejA el AT Alelw] T 9§ AA FrbekaL gick. o7 Aol tigshy] Hal B2 ATt A8 Foln,
& A} 23] §2] A28 (Intrusion Detection System, IDS)r] HLX{I°] FEaka oioh 2y gy IDSE 2
q
e}

r1r
[eX

&

A& %‘les}% dl AgEe] glom, A ekelAql lAAE AEe ECUE A2s] AEsle dee dlde] sivk o
9|49l ECUZ AlWsks 7|42 34 ECUS Azl A7)} B 9o] gjtﬂ |E o] wol 12 A gshe o Bael A%
olth. B wo A= FA7hA] AekE CANeA] oFelAQl ECUE AM3l7] $18F 7145 s 4w nw, ulw 24 2
AR s B4 skt e
.M E QA02 Jeep Cherokee HeHS a)73te] t]~2v)

o], Bee]=, A5 Alo] 5 FAAIE QAR AtS

CAN (Controller Area Network) T ZEZ-2 1980 2A8 2 9lgo] WEEQIYE. o Hode
dd] Bosch AbollA 7latEl xjek )3 W EY=2A4] Tencent?] Keen security laboll 4] €<} 2Fepe] 2ok
Bus Heje] UEY T EZ2A2 A U3TH1]. CAN Ao B A2k Aolrh Aol wmE i)
= vlgAel B84 w2 A AR S AT, olelat met Hekde wekaly] 98 e AT
E3] 93 o) zo] At BAl 348 A} & o] Aaso] e} 27] CAN EeEZo] ok sl
e HA Aol A A oAkl AAA g A e wak wAYFE Agshe AT5.6]E°]
(Electronic Controller Unit, ECU)7} gAl=e] glo AR QA A A DA el HA e
o, 2 ECUE #afe] thefgt Azdle #ejsha A A g3t Aol vl @AAe] gtk CAN Z2E
olght}. o] & o] Al Alo], Bao]= Alo], IA A 2o A7 SuAle] Fag Brelne wel s
~®l = zbzbe] 7138 7z} ECUZ) whgsle) olelh 2712 Qs dlo|E] A% A do] WA 4 glon]
ECUS CAN Bus® 9] A2 dloleE = oj 442 45l A5 2loAleh =8, CANE
o], Agpe] £A3} el a3 qEE 3 A58 ©o]E] PayloadS 7HA3 glo] Bak dlo]E] S
- F3 ke Aol Aldke] glk

el CAN =REelis shashd Q1S9 25 AAAOE CAN Z2EZe] Esh} 9%} 2
meb W7AUFe A 8sel ol gk Sleld CAN o wal w7 U5E A el Aol WAV} Aol
Busell A28 347z o5 ohg-ste] ofefAel vilA| 2}, CAN Busell F9J=% ote]A3l CAN #AAE
A BT aleh2). ol s Al L5e] 2H2]8H= IDS (Intrusion Detection System) 177}
H—‘__}}‘EE—EZFO]O ]%/{:‘ L:l'/\]' ’E—LEH%‘{FE g/]%z—"’r%é %479 IDSk‘CANBuS%_JJ/]
it A= 2015% C.Miller#} C.Valasekel 2]3] Belslo] TAbe] oa Fal® T4 wWAA = £

AT 2RISR EA2) 20214 AHEFA1AEALRISL Ak A W M ESI =] el 9 R 2y
o] 7)< 7HH(No. 2021-0-01348)2] A9 Wk

* Y ARR s (FH?‘]'%/‘E, seyoung0131@korea.ac.kr)

wx o pefofelal AR M Skl (23, beb0396@korea.ac.kr)

wek yedufjety AR R SEe] (34, donghlee@korea.ac.kr)
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sul, o= Q3] /1% A Azwl @ ECUS) WAL o) A sy olRithe S4e] ek
797 e Aeel QA BT 5 sleh. AA

2 2521 IDS Algel gk 7 2 Ak o)A g 2.1.1. MCU

$7490 dele delaA g olek. wIAz st

o WFAFA (University of Michigan Trans-
portation Research Institute, UMTRI) & A&} A
ZAMES] AdE wol 253 IDS AlEEe AeE
H7hebe Wl i3 ZRAES Fesiglon, o
= 7WHE wlEel 2bsA AlEAbSe] AFEAk IDSE
Apegel] A3 A E 1S AAFICH10].

kA thekst IDS 7]go] AlskEe] gheo
ke 9 4550l slos)
A8 AR oIF ol Hhgelt Aol A A7
Fefjo]t}. 53], CAN HAA o= 3l w4

ECUZ} A3 AlA] o ‘ﬂﬂ Al A1}

. B4 CAN WIAAE A% okelqe ECUE A
Hale 7]$S 53 oh¥3l ECUS CAN BusZ¥-
CUZ oA A4 B3le]
%31 27 %Zl 013 o] 7153}
% CANel49] ECU

By 7} 7]%%% v a3t o] 59

a1}
L
>
N
2
irofdr £ o
i),
rE
B
i
es

e
. CAN HEST HYZAK|Al

21. ECU

AHgAL ool CAN Busell 4% AX 58 o
WA o2 et AQsh, 53] ECUska 2elA

t}. ECU+ ¥HH2 22 MCU (Microcontroller Unit),
CAN Controller, CAN Transceiver A 7}A] &
A 24w FAE gt dukH o R FAAE ok
g AP S vl o2 MCU9| AZESOE oolz]
o2 $¥x3te] CAN Busell High 345 3t
MCU¢} =2 CAN Controller®} CAN Transceivers
shslo] el Falslel e 2AA o

MCUE Z2aiw 7Fsdt Z2AXRA, AR5
Al=gle] A5S o]FelAlelAd (Application) A%l
A Alejata zA4she b ATk vl AAelA
FAT delB e Aeista, T A mHYs
o, oh2 ECURHSE A5k bole & Hjse] of
] 71 Ao 7)%S Ak

n)

kD

2.1.2. CAN Controller

CAN Controller= d|°]E] &= (Data Link) A=
4] 2Hgehe 74 84RA, MCUSH CAN H 9]
24 (Physical) A% AlolE Azt F7ig)
CAN Controllerol| 4] Hlo]E|S ZH|9Jog FAs}o]
e ECUEH] &84l §AlS sk, 84l &
of A theFdl 25l disl A2l 3

2.1.3. CAN Transceiver

CAN Transceiverv &2|4 AlZol|4] E2tsles -
A 2424, CAN Controller’} A3+ =] nlE
2EZS ol dZ T Voltage® W 3H3le] CAN Busell
FAska, 415 oPd 21 VoltageE thA] tx]9 ]
E ~EeZo7 wW3lsle] CAN Controllers: 3
MCU7} o8& o == g}

2.2. CAN HE®I3
2.2.1. Signal Level and Bit Representation

CAN Bus YE9J3E= CAN High (CAN-H)%}
CAN Low (CAN-L)& E2]+= 7 7§e] #7]Aal
qlog FAFIch o] x| HA T} kol = o
g AxudE& 1A 98 CAN Z2EF2 CAN-H
9} CAN-L AFo]9] Voltage Level #fo]& o] 83}
7N¥ ¥]EE- Dominant bit (0) X+ Recessive bit (1)
22 e} ISO 11898-204 42§k High-speed
CAN9] 7% % A7) 49| Voltage Level 2}0]7} 0.5
Vv 1]k A9 bit 12 A 9]38l2, Voltage Level *}¢]
7} 0.9 VE %3314 bit 002 Aoskt} (28 1]
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Dominant \bltage

i Recessive \bltage

Voltage

Dominant \oltage

Voltage

(3® 1) High-speed CANofiM2| CAN-H2F CAN-L2|
Voltage AIZ of

High-speed CAN®l|4] Dominant bit (0)2} Recessive
bit (1) A4 o] CAN-H9} CAN-L9] Voltage
Level2 Xolst}. @k Dominant bit (0)3}
Recessive bit (1)°] CAN Busel] FA]ol] A$=+= 7
< Voltage #}o]7} & dominant bit (0)°] CAN Bus
2 gesic)

2.2.2. CAN H|0o|E{ =&|1} Arbitration

CAN®| FAlE $Js) Aod =Hdd 5 ECUES
dlole] & - FAE Sld 7P Wol AMEE AL
olg] Z#gleltt. CAN 2.0 ZEZEZE CAN IDY
Zolel we} 11 bits IDE 7M1= CAN 2.0 A
(Standard Format), 29 bits®] A% IDE 7IA|&
CAN 2.0 B (Extended Format)= o] A o]x )
o] F M odubA o g AME = dlolE ZHql> 11
bits IDE 7HA|+= dlo|E] ZHYo|n], T FFRE=
[Z3 219} #t} SOF (Start-of-Frame) ZE (Field)
= dlole] =l AAE Yehll= FER 1-bit
ofo] gegwo] glen, g4 dominant bit (0)2 A
o=l olch ID Fxa= dleole] =Hgle] Apgxt
(Identifier == CAN ID) A®¥3 yehlict RTR
(Remote Transmission Request) BE+= Ho]E] Z¥
Y Ee gRE ZYQls FEEe 9o 1-bivt
gdEo] glom, BE dole] ZH{lE o] o] gt

Arbitration field

R
T

i1} g DLC Data CRC | e | A | ax

s E
o Detiner| € [Delimiter| O

o -

0

F § R . . K F
1vi| 1D g il ity ca-bio| 401 (0-8bytes) (18:bits) @by |4 iy @30 | 7 i)

(32! 2) CAN Hlo]ef =Z&f|2l (Standard Format)

A} dominant bit (0)Z A]=e] glv}. kel dlolE]
Zelli= Hh 8 bytes®] dlo]HlE AET 4 9k
& A= HeE 913 dHlelH JE]C’J% | x| 2] 2}
W&t} CAN Bus7} % (Idle)s! 7% E
© CAN "WAA] A& AT 4 9lom, FA F
7§ o]42] ECU7} CAN Busell #lA1A] & d%‘}% 73
- Arbitration Filed 3t vl 2 AF AAEHAE
ZAAZC}.  Arbitration A2 dHolg] = Y
Arbitration Fleld°ﬂ/ﬂ o] 2™ ID Field o] =&
F2 vAA] A 415971 =) Arbitration 74
o4 o]71 ECUWe] dlole] 2§l H5g A3},
Arbitration I oA H& ECU+= FA] dlolg =
9] A%< ZA3}a th& CAN Bus 55 Aelell t}
Al dlole] ZH|q) AFs Axgh

2.2.3. Error handlingZ} Fault confinement

CAN ZREZF|= CAN 54l T 5= Error
of sl wlg3sl7] ¢8|l Error Handling¥} Fault
confinement WA Z0] A %|o] glt} CANel| WHAY
7Fs3t Errore & 5717} 9).om, 1%l Bit Error
T Arbitration Field ©]§- &4} CAN Busell A2 &
A% F ECU7t #ARle] B Bite} thE Bitr}
CAN Busel| 7222 7$ wWAsl= Erroro]t}. 7+
ECU¢+= TEC (Transmit Error Counter)?} REC
(Receiver Error Counter)gl= 7H-E]7} A 2]=]e] Q)
om], ECUZ} WIAAE A% 54 v Error7} As]
< 7% TECE $7HA7]aL ECUZF wIAIA| & 541
o @ Error 7} A ¥ = 7% RECE S7H]Ach

8], ECU7} WA A5 A% 54 o Errors <A 3HH
3" ECUS TECE 8 Z713tth. F Error 7} el
o8| [# 313 2] ECU®| Error Ae]7} A4 =k
Error Active AElE ECU9 %7] Al (default)®

A oy

¢

TEC> 127 or
REC > 127

TEC > 255

Error-
passive

TEC < 128 and Bus-off
REC < 128 recovery

(32 3) TEC?t RECoOll & ECU2| Error &Ef
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TEC®} REC 717+ 022 AJ=Fghc}. Error Active AEl
8l ECU+ %4l 5 Error 91#] A| Active Error Flag
(000000)S %3t ©}2 ECUC| Errorg ¥t
A]4:2] ¢l Error2 TEC ¥+ REC7} 1278 Z3spb4d
Error Passive AFE] 2 Z18H¥ v} Error Passive AFE]<l
ECU7} ErrorE <¢lA|8l= 743 Passive Error Flag
(111111)& AE3HA =i, o] CAN Busel ojugt
AP Fx| 9kr) B3], TEC/) 2555 %3
ECU+= Bus-off /‘LEHE ZgE ) Bus-off AFElal

ECU= t ol CAN A& 33 &+ glch
Bus-off 4H]8] ECUE CAN BusellA] 11719 o143
&l recessive bits7} 128 EYE| g™ t}A] Error
Active AE|2 AZk=]n] CAN FA1S $3)3] [1].

FU

. CANUIAMS| ECU Aldd J]®

ECU A" 7|%o|3 Busell A% A<l djs)
Aol ECUZF Afstaler Alste 7]Eolt
ECUPItte] a6t she=glofaql EAE 255 v
ARl A FEste] Ao &8s, 54 ECUS
Error AelS EAFozH 3 wAAE AFg
ECU®] disjA Aste d57F 2705 sieh ECurt
the] sl=golAel SACo®E= 7 ECUS CAN
Transceiverol| 4] WA sl= %if} Voltage Az E
AL 7ute g A= w3l CAN Controller?]
3+ W Clocke2HE] AXE+E Clock-skews
-8

o

o rr

K o

sto] Al 7o g BF3F 4 glth ECUS

frab st=glelAel 5AS o] gshe WY dex
ECUE 54 Error AE|2 73| 2 HolA|7] 2 AA|7E
o2 olg zelsle P CAN wAAE 3
ECUE AlWahe whe] givh & AellM= o]t
ECU A% 7] dis] Aighc)

<| il

1.,

3.1. Voltage A& 7|tb Aldd Hidy

Voltage A1& 7|4k AW wpg o 7} ECU7]- Fdgt
H|E AEZS CAN Busel AH$3H
Busell Yel}= Voltage A3+ ECU ‘:‘éi as
= EAlS 343t} o|E ‘AC’H ECU W &3t
CAN Transceiverel| 4 8438} Voltage A13.2] U4
3} CAN Busell 912% ECU9| a3 $Ix= <lgh
Voltage 413°] Propagation time= 83t}

3.11. EH|Mol EAl 7|t Aly g}

- 1= o

oE

7k ECU7} #d v|E ~EZS CAN BusE A
%822} %, CAN Busel|l Helvb= &84l Voltage

S+ b ECU W EAgh= #§43 CAN
Transceiverol] 2] M2 tfZ EAlo] vjehdr}{12].
(28 41 A2 T2 ol A8l ECU7H ST A

A5 2 u Voltage A3 7ke] jo]7} &A1 1B
o]t} Voltage A5 7ke] 5= Aho] & £ 5}
918 olelgk AFeA= CAN dlole =4l
Voltage 2135 433t 38 Voltage A5 =2 5-¢
AZb s T TQlx] Y] thekst FAA &
7 (Statistic features)s w8t} 12|y 5% &
Aoz B 7] (Classiﬁer)% 453 }57- %]9]9] v A A

>

Rl

Voltage (V)

(38 4) =Ygt HE AEZo| Cfst ciekst ECUQ
Voltage A& Xlo| (11)

(Z 1) Voltage AMEZFE AHLt=[E= Features (13)

Feature Description
Mean

Standard

Deviation

Variance

Skewness

Kurtosis

Root Mean R
Square s= Ni;X(l)
Maximum mazx = max(z(i));_,

N

Energy T\/;




EERELE R

(2023. 8) 51

A12ke] AAl CAN Bus AHollA Voltage 213 % Al
aAoz +4s] A o A750] AdEL
sdek el & Eol, A4 CAN dlo|¥] x| °u1«] Voltage
AE7h ohd CAN wlole] mAel ) B4 cjele)
Voltage A HkS Alg-ste] AlWE= A7) WEE
sict o]9} WIE CAN Bus® Voltage A& 43
A], CAN-H®} CAN-L®] Voltage A3 5 W2 53]
shol AP TS Lelnd ahe A7 SAE
o} [E 1] Voltage AT 2HE EAL FE3517] 9]
& 7H wol &8Ee FAM F5S ek

3.1.2. Propagation A|ZF 7|t Al Hhe

CAN Bus Y|E$]Z+= CAN-H9} CAN-L F+ #17]4
2lelo s FA =Y, Voltage 4150 Aol Al Al
7 F41 ECUSF 4241 ECU 78] Aol o ake wh=
t}. Voltage A13.9] Propagation A|7Fe 7|HFO 2 3}
A A S A A Aoz ECus 917
5 AAs] wAAE A3 ECUS APEEIs,
16]. CAN Busel|l 9125 ECUES a4 4=l 914
oA Voltage A& A&l o]2gt Voltage A=
25 Propagation A7ts F=317] $8 [1™ 519t
Zro] Voltage A1=2] ZA A= (Monitor)$} °]& %
Ash= $A17] (Repeater)E CAN Bus &F Eoll 4|3}
3, FAZ|A AR . AeE Z43le] B4 v
AAE AERE ECUS 9135 ARl 345 72
o w2} ECUE A¥3}l7] ¢34+ ECU2] Propagation
AlZre] AAFE Q1% HolEo] L3 11].

| ecu, || Ecu, |

I Monitor CAN bus !

ongnel serd

Repeater

Time

2l 5) 53 fIx|o|M TSste Voltage 4l=of CHst
2k Brtoj|A 9 Propagaﬂon AlZE &0l (15)

-

3.2. Clock-skew 7|dF Aled Hitd

Clock-skew 7|8} 2]

e ECU o 7149
WAA Aot Az

CAN Controller 3t=4¢19] Clock-skews F&3}¢]
ECUE AHahs wholtt. 53 A7k& S48
g% 7+ Clock 7+e] g Az FA Aol <3
Clock offsete] Ex3}H, o]2|gt Afo]= 54 ECU-
&k Clock-skew 2% 7153514 gk} ojd A7}
AR ZHE Clock-skews FZE3dhrfol] ujz} F 7}
A we 2 E5 4 olck
3.2.1. OIAIX| =41 AjZE 7|8t Al gk

Wb o2 CAN Busel 972%¥ ECUE CAN
HAAE F71A2 2 A5t meki Fr|HeR
FAlEE 54 CAN ID AR ol dis] wlAAe] 4
Al 7 AE =4 ‘6}0:] Clock-skew S F&3}= o]
t}17,18]. AslA F7el 2&l A= wAA ] 5
Al A7k AA Al A7E 7Ee] AIZE RS o] 83t
o Clock offset2 AAFslaL, T2 % Clock offseto 2
e 54 CAN ID v|A]A|o] 8t Clock-skews 3
Z3h (2% 61> ME o2 ECU o] w2
Clock offset¥} o] Z4-E] AAFEl Clock-skewS v e}
Jith. 54 CAN ID #HAAIZE fAlEE A8
Clock-skews At o|Add gz 3}
Clock-skew A H.9} H]aste] a5t CAN = AA] = A
%3 ECUE Atk

Accwmulated clock offset

()
ECU1

ECUZ

Slope = Clock skew !

ECU3

ECU4

Time ()

(a2l 6) MZ cl2 ECU ¥ Clock-skew?| %to] (17)
3.22. Hlo]Ef =22l LY Bit time 7|gt Altd iy

AR SAl Azbel ]ukste] Clock-skew %
3]

S W e 41 7] el F714 CAN #1417}
A= oo A 88 Clock-skew F&°] 7}s3let). @
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T e A 7Hel CAN HIAAIZE ofz} whel
CAN wAIA] Yol A 45 dlo]e] Z# e 7 Bit
timingS Bl 2 2 Clock-skews FE3sH= W]t}
[19,20]. Arbitration ¥}# ©]Fo|:= CAN Bus A2
kel Ecuwre] wAlA] Afe] FSErh upebA
CAN Busell % F<2l w|A Al ojgt AA| Bit time
7} oAtE]= Bit timed B8] Clock offset 2
Clock-skew Zo] 7}5-3lcth. AA] CAN Busel A4
== Bit times A 3] Fetslr] #13te] Voltage Al
% 7|4k Al w3 534l CAN Bus® Voltage
A 55 FAsle dl CAN HA#| ] AA Bit time
of tjs] A &3] AEgic) o]F, 54 CAN ID w4
Z]9] Bit time2ZFE] Clock-skews =3} 7|&
ECUE2| Clock-skew®} vlwale] afw = AAE A
%3k ECUE Agele). &g vl o B1t°ﬂ of

3.3. ECUQ| Error AME{ 7[HF Aldd Hity

ECU®] Error A&l 7|4k W&, 94 A=k ECU
o afrdk stedle] SAS FEde] Apdate AT
oh= 22, 54 CAN #AA & A53 ECUE A4
at7] 18l &Hlstaizt sk ECUS Error AHlE 7
Az WA A7), ol q AelE BHelste] ad w4l

A% A5e Bous ws}b i

(Z 2] ECU Ad J|HE29| vl

>

A1Z] Error AE]E 2187|913 sjxd 22 F 714
Error AelS 283 4 ich 3 WA= Bus-off 4
glo]n], F WA= Error-passive “de]e|t}. Bus-off
Al BCUS] WA Salo] FA517] bl o)
Z WS A$g ECUCA A¥shs o2 CAN
AAE AR S gleis] F aA e ot
W A| A& A48 ECUE Error-passive AFe] 2 o] A|
7]3 suspended time intervalS &-§3lo] sj© ECU
oA A43e o}E CAN ID9] AJH-S askr}21].

V. ECU Al 7|HE9| Hlw 2o I SAHHA

=

HI

—

[e]

] A7gF CAN Ael|212] ECU A1 719 e] 1]
3 [E 2]¢F 2} CAN Busell& 571441 vA#]
olell= olE  vlAAE EIFF et HlF7I
(aperiodic) "A1#]7} EAH3ct ECU A 7]&2 v
AR AE el Adtglo]l B wlAA| ol He A
ol 7hgsfof e} wgk ECU *“ﬂéé 93wl
W RS Fspely] SlEiAE i ARk Wi vl
Edjzel g Ak ARz g7l Asate] 71
- AR glo] = Aol Zhgaof gkt mdt A-eAt
o T3 AL vl ek Mstelr] el 53t
o] M= A Aetrt Astsoixe o sk
chekdt AR dakE s A=A ode A A
2 98 4 9)ojof g}
Voltage /‘]EE o]ﬁ.g}o:] A]H ]_‘_ HOLHHJ_%

7F 7P mRkshr] gtk o] SAelv 571 w4
A ool wjF7] AR el A= Aol Fhgsict
= ﬂ'ﬂol gltt. 28 Voltage Al &5
3 eAgAzEel 7S HE Ax7) I

4

-

ECU identification Prior . .. . .
methodologies Msg type information Environment | Re-training| Disruptiveness
Statistic PeHOd.lC gnd Need Sensitive Need Non-disruptive
. features aperiodic
Voltage signal b o Poriodi 3
ropagation erio .1c :.an Need Sensitive Need Disruptive
Delay aperiodic
Message Only periodic Not need Not sensitive| Not need | Non-disruptive
arrival time
Clock-skew Poriodi 3
Bit time erio .1C gn Not need Sensitive Need Non-disruptive
aperiodic
Error state e11od}c gnd Not need Not sensitive| Not need Disruptive
aperiodic
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o}k, ae|al AeAke] A A 9
w2} Voltage Al37} W 4= Qlvhe Al
g} whebA oleldt WskE sh<raly] Sl A5
A &}<5(re-training)©] F.L.8kv] A5 A elx T4

A

Frt HT wEEcH22]. =3 Voltage A5}

ECU 7+e] wjAl& shepalr] 913te] A 919 AHE

ks glefof ghri[19].
Clock-skew H Z oA

>
+
2
>
o
2
)
=
=

Clock-skewE W3t 34 w|AA] HFo] 7l
o] Wk ¢lrh23]. Bit time2ZHE Clock-skews
FZ38l= W2 Voltage A12E o]-83}= W} &
A3HA 7] wA Ao gk Alde] 7hgsta 34
274 makabr] olgivhs Aol lAEE, Voltage
signals BFE} 2 2 Clock-skews 23710 <% 3t
7ol mzbelrh= A o] sl

ECU®| Error “efell 7|ulsled ECUE A3l=
w2 gk stEslolA )l BAe TR ¢k
A=Al A S A WAl o Z A S 33
7] Wigell g6l ke A derhe el sl
w3k WA R o] Fr]A el Abskgle] Ao rlgslthe
AAo] glct =it A S $8] CAN Busell AA7E
© 2 Errors WAA7]3 ECUS 54 Error AYElZ

& el A= CANelA 2] etefAal AA & A<
¢ ECUE M3z ECU A 7]l s 243t
AL 7F 7lee] AR djste] dofugith 5%
ECU™I}e] 33k sfe=slofd 54 4] W, &
& el whet Ereted Adweisla, stesei <l

7lelle o33 dAAE 9dsit). Voltage Al &5 83}
= 71ES FAAE Buksly] Afde el A
uh, oy 3ol wigsithe dAlFe] gl

Clock-skew & ZHg3}= W2 v|F7
A= AEd 5 o= gzl sAge

sk

=
L
7}

—
[,
—

(4]

(7]

=

>
>
2
=

u
ECU9| Error Ateel] 7|¥lsled ECUS
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